Opening an encrypted email sent by Newport City Council with NO
attachments.

This guidance document sets out the instructions for receiving encrypted emails
without any attachments. If you are receiving an email with a shared link to a file,
please refer to the ‘How to open a securely shared file’ document.

1. When you open the email from your inbox, you will see the following message.
Please note that you cannot preview this message in the reading pane, you will need to
double click the email. Click ‘Read the Message’. Please note - an encrypted email
message will expire within 90 days from when it is originally sent and will not be able
to be viewed.

2. If you open the email within the 90-day period (since the email was originally sent),
the following message will appear. Click on ‘Sign in with a One-time passcode’.

3. An internet browser page will open and you will see a verification box for a one-time
passcode. An email will also be sent to you with an 8-digit passcode. Go back to your
email inbox to obtain the code (Check your Junk or Spam folder for the email with the
one-time passcode if it doesn’t appear in your inbox).

Here’s how the code will look in the email sent
to you. Enter the 8-digit passcode in the
verification box then press ‘Continue’

4. You will now be able to read the message.

Please note that if you ‘reply’ or ‘forward’ the email, it will remain encrypted. This is
because the encryption has been set by the email sender and cannot be changed by
any email recipient. So, you cannot send a reply or forward the email message without
the encryption remaining in place.

You may also receive an email which includes a secure link for a file or an attachment
that has been shared with you. For instruction on how to access this, please refer to
‘How to open a securely shared file’

